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INTRODUCTION

Political instability in one country will inevitably
have a particularly strong spillover effect across its
borders®. The takeover of power by the Taliban in
August 2021 and the re-establishment of their regime
in Afghanistan represented a shock to regional and
transnational security dynamics, with neighbouring
countries fearing that activities of Islamist terrorist
groups present in Afghanistan would spill over into
their territory. The Taliban maintain close ties with
Islamist terrorist groups, essentially acting as their
protector. Some, such as the Islamic State Khorasan
Province (ISKP), an Islamic State of Iraq and Syria
(ISIS) affiliate, include former Taliban among their
membership. This is notwithstanding the declaration
by Zabihullah Mujahid, the spokesman of the Taliban
government, at their first press conference in Kabul,
that the new regime was committed to ensuring se-
curity®. While no high-profile attack has occurred in
Europe since August 2021, the assumption that the
Taliban has a purely local agenda that does not extend
beyond the borders of Afghanistan fails to take into
account the various regional and transnational net-
works that have been built since the 1980s.
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The Taliban takeover in August 2021 has
had destabilising repercussions beyond the
borders of Afghanistan, altering region-
al dynamics and impacting the Taliban’s
own external relationships with bordering
countries.

Security risks are posed not only by the
Taliban itself but also by Islamist terrorist
groups operating under effective Taliban
protection, as well as by the growing threat
represented by the Islamic State Khorasan
Province (ISKP), the Tehrik-i-Taliban
Pakistan (TTP) and the East Turkistan
Islamic Movement (ETIM).

The EU needs to focus on the increasing
security risks that these developments
represent for neighbouring states - in par-
ticular the Central Asian Republics - and
consider stepping up its counterterrorism
engagement in Central Asia.

The security challenges in the region
call for a targeted response, whereby EU
Member States pool resources and enhance
cooperation, rather than leaving it to each
Member State to deal with the threat on a
national level.

The EUISS is an agency
of the European Union
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With these considerations in mind, this Brief explores
security risks for the EU emanating from Afghanistan
by assessing the evolving Islamist terrorism threat
since the Taliban regained control of the country in
August 2021. In order to evaluate how the EU should
respond, the first section outlines the current status of
the different Islamist terrorist groups currently pre-
sent in Afghanistan® and their regional connections.
This section focuses on the relationship between the
Afghan Taliban, al-Qaeda, ISKP, Tehrik-i-Taliban
Pakistan (TTP), and the East Turkistan Islamic
Movement (ETIM). Due to this Brief’s limited scope,
the regional arena in this context refers to Afghanistan
and its neighbouring countries, namely Pakistan,
China, Iran and the Central Asian Republics (CARs).
The second section examines the transnational effects
of the Taliban takeover by focusing on West Africa,
which has become a safe haven for al-Qaeda and ISIS
affiliates. Finally, the Brief provides a set of policy
recommendations for the EU, specifically through a
counterterrorism lens, based on the analysis of dif-
ferent Islamist terrorist groups operating both within
and outside of Afghanistan’s borders.

THE REGIONAL DIMENSION

The principal challenge when assessing the growing
Islamist terrorist threat emanating from Afghanistan
is the ongoing relationship of the Taliban movement
with a range of Islamist terrorist organisations. This
relates both to questions of internal stability as well
as emerging cross-border ramifications for neigh-
bouring countries.

The continuing symbiotic rela-
tionship between the Taliban and
al-Qaeda and its affiliates operating
in Afghanistan is based on a strate-
gic agreement between the leader-
ship of both groups that dates back
three decades. Interestingly, the
strength of this relationship did not
falter following the removal of the
Taliban regime in 2001 as a direct
result of both the al-Qaeda organ-
ised attacks on 9/11 and the US in-
vasion of Afghanistan, and survived several leader-
ship changes in both groups, as reflected in two UN
Security Council resolutions from 2011 and 2015 “.
Two UN reports, from 2021 and 2022, document that
following the reestablishment of the Taliban regime
in Afghanistan, and despite Taliban assurances in
the Doha Accords signed in February 2020, al-Qaeda
maintains a close alliance with the Taliban®.

More specifically, the UN report from 2022 points
to the presence, both in Afghanistan and the wid-
er region, of al-Qaeda’s core leadership, including

2

its affiliated groups, such as al-Qaeda in the Indian
Subcontinent (AQIS)®. The shared ideological plat-
form based on political Islam that continues to link
the two groups (to the extent that a rift between them
seems highly unlikely) is reflected in al-Qaeda lead-
ers’ pledges of allegiance to successive Taliban lead-
ers. Furthermore, the US-led drone attack that killed
al-Qaeda leader Ayman al-Zawahiri in Kabul at the
end of July 2022 has again demonstrated this close
connection. According to a January 2021 memo-
randum from the US Department of the Treasury,
al-Qaeda had gained strength in Afghanistan in the
year leading up to the Taliban takeover, while con-
tinuing to operate under the Taliban’s protection®.
There is truth in one analyst’s observation that ‘the
Taliban takeover was an al-Qaeda victory, too’ ®.

In the context of foreign terrorist fighters (FTFs)
travelling to Afghanistan, no significant - and visible
- flows have been identified, yet. Between 8 000 and
10 000 FTFs currently operate in Afghanistan, with
most having travelled from Pakistan, but also from
the region of Central Asia, from the North Caucasus
region of Russia and the Xinjiang Uighur Autonomous
Region of China®. In addition, the majority of the
FTFs (ranging from 3 000 to 4 000) in Afghanistan
are affiliated with the Taliban, more specifically the
TTP®. Alarmingly, there have been official reports
from neighbouring countries which suggest that the
Taliban regime has started to issue Afghan pass-
ports to members of terrorist organisations operating
in the country®", which poses a significant security
concern. The risk is that once FTFs leave the country
with newly assumed identities and Afghan passports,
issued using false identities, their identification by
intelligence agencies will become significantly more
challenging.

he Taliban

regime has
started to issue
Afghan passports to
members of terrorist
organisations
operating in
the country.

Although the Taliban are in control
of all the territory of Afghanistan,
internal security challenges re-
main. For example, the National
Resistance Front (NRF), a grow-
ing resistance movement of former
Taliban officials, local militia mem-
bers and Afghan security forces,
has been carrying out guerrilla at-
tacks against the Taliban - and will
continue to do so®“?. In addition to
factional infighting ®® among the Taliban, frequent
attacks by the ISKP occur, including high-profile at-
tacks, such as those targeting the foreign ministry,
the military airport in Kabul, the Pakistani embassy
and a hotel where Chinese business representatives
were staying that occurred in 2022 and early 20231,
Throughout 2022, the ISKP was able to maintain a
high operational tempo. On 4 January 2023, ISIS pub-
lished an overview of all ISIS-claimed attacks within
Afghanistan from the year 2022 in their propagan-
da news outlet, Amaq. The infographic alleges that
the group had conducted 181 attacks overall, with a
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toll of 1 188 victims“®. While it is difficult to verify
these figures in detail, this presents a significant in-
crease as compared to 2020 when the United Nations
Assistance Mission in Afghanistan (UNAMA) regis-
tered 11 ISKP-linked attacks®®. The overall number
of ISKP-claimed attacks declined towards the end of
2022, but it is not uncommon for violence to decrease
during the winter months in Afghanistan as adverse
weather conditions restrict movement for terrorist
operatives. Therefore, ISKP remains a significant se-
curity threat in Afghanistan, albeit currently it does
not have the ability to destabilise the Taliban regime
strategically.

Since it was established in 2015, ISKP has includ-
ed within its ranks a significant number of former
Taliban, including from the Haqqani Network (HN),
as well as Pakistani fighters, primarily from the TTP.
In addition, ISKP was able to include former mem-
bers of the al-Qaeda affiliate Islamic Movement of
Uzbekistan (IMU), and individuals previously affili-
ated with core al-Qaeda. ISKP attacks against mem-
bers of al-Qaeda and its affiliates in Afghanistan have
not occurred since 2021. However, this may change
due to increasingly virulent ISIS-inspired rhetoric in
their propaganda against al-Qaeda®”. ISKP’s antip-
athy towards the Taliban and al-Qaeda is rooted in
differing ideologies. ISKP subcribes to the Takfiri in-
terpretation of Jihad, characteristic of the global ISIS
network, and brands anyone outside their group, in-
cluding the Taliban and al-Qaeda, as unbelievers. In
an interview an active member of ISKP explained why
he is fighting against the Taliban regime: ‘They don’t
implement Islam and Sharia [the Islamic law system]
properly but work for infidels’ .

The UN Secretary General reported in January 2022
that the number of ISKP recruits had doubled in less

ISKP social media propaganda

Incidents highlighted by ISKP during the
end of 2022/beginning of 2023

Data: Counter Extremism Project, 2023;
European Commission, GISCO, 2023
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An ISKP suicide bomber
stages an attack at the

entrance to the foreign
ministry in Kabul, killing
many people.

ISKP targets the entrance of
the military section of Kabul
airport, killing nearly two
dozen individuals and injuring

than a year, increasing from approximately 2 200
fighters to nearly 4 000 fighters with half of them
being FTFs#?. Additionally, ISKP membership has re-
portedly been boosted by detained fighters, includ-
ing senior leaders and commanders as well as me-
dia propagandists from various countries, who either
were released or managed to escape during and after
the Taliban’s takeover from both Bagram Air Base
and Pul-e-Charkhi prison outside Kabul®. The di-
verse membership of ISKP complicates Taliban op-
erations against ISKP as increasing pressure on the
group by the Taliban carries the risk of defections
from within the Taliban. This, in turn, can spiral into
intra-Taliban factionalism, which is becoming more
apparent post-August 202124,

ISKP has ambitions that are not limited to the terri-
tory of Afghanistan. This can be explained by the dif-
ference between the conception of a global caliphate
to which ISKP subscribes compared to an emirate
based on national boundaries that the Taliban aims to
form®. As previously outlined, not only did the group
signal throughout 2022 with high-profile attacks
against Pakistani and Chinese (and also Russian ®)
targets in Afghanistan that it will target governments
that it perceives to be willing to cooperate with the
Taliban, but the movement also increasingly claims
responsibility for attacks within the wider region.
For example, ISKP highlighted alleged rocket attacks
against Uzbekistan and Tajikistan in April and May
2022 respectively @,

Pakistan is traditionally a key stakeholder in Afghan
affairs. The country’s continuing relationship with
the Taliban throughout the past two decades was one
of the key factors ensuring the Taliban’s survival as
an insurgency and their eventual seizure of power in
Afghanistan ®. Consequently, it has been suggested

2 Dec 2022
An attack targets the Chargé dAffaires
of the Pakistani embassy in Kabul.
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ISKP insurgents attack a hotel in

Kabul, injuring several Chinese
nationals.
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in some quarters that the Taliban takeover was also a
considerable success for Pakistan. Through the
Taliban, Pakistan is able to bolster its influence in
Afghanistan as well as advance its long-term efforts
to limit India’s influence in the country, although
Pakistani officials have claimed that their leverage
over the Taliban regime remains limited
post-August 20212,

tolerance of the TTP is highly prob-
lematic. The TTP is a conglomerate
of violent insurgent groups that seek
to overthrow the state of Pakistan.
In 2014, some TTP fighters pledged
allegiance to ISIS and subsequently
defected, relocating to the eastern
part of Afghanistan. Since 2020, the
TTP has reunified with a few former
splinter groups, possibly facilitated
by al-Qaeda, and the group’s ranks have swelled as a
result. A UN report from July 2022 details that the TTP
is ‘now more cohesive, presenting a greater threat in
the region’. While unlikely at this point, a strategic
alliance between the TTP and ISKP remains a pos-
sibility. However, after the US-Taliban Doha accord,
the Taliban made efforts to curtail the movement of
TTP fighters in Afghanistan, as well as that of other
Islamist terrorist groups present in the country. By so
doing, the Taliban has sought to distance itself from
the TTP’s fight against Pakistan. The TTP has signifi-
cantly increased its attacks against Pakistani security
forces since the Taliban’s return to power in 2021. In
October 2021, then Pakistani prime minister Imran
Khan announced that his government was negotiat-
ing with parts of the TTP, in talks reportedly arranged
by the HN®",

However, for Pakistan, the Taliban’s T

Turning to China, the Taliban’s acceptance of the
ETIM is a matter of concern for Beijing as the main
objective of China’s counterterrorism strategy is to
combat the potential unrest caused by ETIM. The
terrorist group seeks an independent state (East
Turkestan) and aims to cover an area including parts
of Turkey, Kazakhstan, Kyrgyzstan, Uzbekistan,
Pakistan, Afghanistan, and the Xinjiang Uighur
Autonomous Region (XUAR). Beijing accuses ETIM of
exerting influence in Xinjiang, and since over 11 mil-
lion Uighurs live in that province, the group became
subject to great scrutiny, with the authorities launch-
ing a crackdown and interning many Uighur Muslims
in secretive indoctrination camps in the region.
Experts perceive the risk of radicalisation or links
to international terrorism among the Uighurs to be
minor . Due to growing pressure from China, ETIM
fighters have been forced to relocate from Pakistan to
the north-east of Afghanistan. Their movement into
Afghanistan was facilitated by the HN®. A UN report
from February 2022 indicates that the Taliban’s ‘ef-
forts to control ETIM fighters inside of Afghanistan’

ehran seems
concerned that
the situation in
Afghanistan could
lead to a proliferation
of Sunni extremist
groups at its border.

might ‘push them closer to Taliban rival ISKP, and
further out of Taliban control’ o,

Furthermore, since the Taliban have been welcoming
Chinese investment in Afghanistan, the 13 December
2022 attack at the Kabul hotel has been portrayed as
ISKP taking concrete action to challenge the govern-
ment in China. China has, unsurprisingly, adopted a
cautious and pragmatic position to-
wards the Taliban in Afghanistan.
The relationship between the two
states has mostly been friendly in
the past and Xi Jinping has stressed
the importance of Afghanistan to re-
gional security and stability. China’s
engagement with the Taliban regime
seems primarily focused on poten-
tial investments in and strategic
control over Afghanistan’s natural
resources, in particular high-value
resources such as rare earths® and minerals as in the
case of the Mes Aynak copper mine®.

In addition, Afghanistan is geographically close to
Central Asia, with the wider region sharing common
languages, such as Uzbek, Tajik, Dari and Turkmen.
Reportedly, ISKP has been focusing on broadening its
networks in Central Asia and has expressed its am-
bitions to gain power in Uzbekistan, Tajikistan and
Kyrgyzstan #9. Some ISKP-linked cross-border at-
tacks have occurred® and the CARs have expressed
their concerns about terrorism publicly. The Uzbek
government has shown commitment to maintaining
a diplomatic relationship with Afghanistan and me-
diating between the Taliban government and the rest
of the world®®. These efforts were, for example, dem-
onstrated by Uzbekistan hosting its third global con-
ference on Afghanistan, attended by representatives
from over 30 countries, including the United States, in
the summer of 202269, Besides Uzbekistan, China and
Russia have also held special regional conferences on
Afghanistan ®?. However, since the Taliban takeover,
ISKP has been ramping up the outreach of its official
branch media organ, al-Azaim, and adding translated
propaganda in Tajik, Uzbek and other regional lan-
guages, thereby exploiting regional grievances. From
September 2021 until 26 April 2022, around 150 audio
files were released ®® and hundreds of individuals, ei-
ther affiliated with the IMU or other extremist groups
from Central Asia, have proceeded to pledge allegiance
to ISIS®. ISKP will likely seek to further engage with
terrorists in Central Asia if the group continues to
strengthen its position in the north of Afghanistan.

Finally, Iran has opted for a flexible approach towards
the Taliban regime since its takeover in 2021. It is de-
fined by indispensable cooperation, non-confrontation
and pragmatism. Most importantly, Shia Iran is wary
of a Sunni extremist group holding the reins of power
of a country with which it shares a border. Frequent
visits of Taliban leaders to Tehran since the takeover in
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Afghanistan signal a deepening relationship between
the two regimes®“?. However, the Taliban takeover
has intensified pre-existing tensions over drugs, wa-
ter rights and refugees, endangering trade and creat-
ing new difficulties along the border®“¥. Tehran seems
concerned that the situation in Afghanistan could
lead to a proliferation of Sunni extremist groups at its
border and is focused on avoiding such risks®». The
ISKP carried out an attack in 2022 on a Shiite shrine
in Shiraz, located in the south of Iran“*. Overall, these
attacks are aimed at delegitimising the Taliban as a
government and security guarantor in the eyes of the
international community while establishing ISKP as
the dominant terrorist force in the region.

THE TRANSNATIONAL
DIMENSION

Afghanistan has changed drastically since 2001 and
has not yet regained the status of a hotbed of ter-
rorism that it once commanded. Yet the takeover by
the Taliban in 2021 was interpreted positively in other
safe havens around the globe which could be of inter-
est to ISIS and al-Qaeda affiliated networks - includ-
ing in Africa.

West Africa and the wider Sahel region have seen a
significant increase in the activities of both al-Qaeda
and ISIS-affiliated Islamist groups. Last year, ISKP’s
Voice of Khorasan magazine included a piece on the
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history of French colonialism in Africa in their 1
November edition®. This coincided with the official
end of the French military Operation Barkhane in the
Sahel at the beginning of November 2022, which left
behind a security vacuum. Given this, the piece could
be an indication that ISIS is planning an expansion
into regions in which the al-Qaeda affiliate in Mali,
Jama’at Nusrat al-Islam wal Muslimeen (JNIM) “9
currently is the dominant terrorist group. As of now,
the main centre of gravity for ISIS in the region is
the Islamic State West Africa Province (ISWAP), which
is an offshoot of the Nigerian al-Qaeda affiliate Boko
Haram and operates in the Lake Chad region. In
Nigeria, ISWAP has since May 2021 succeeded in elim-
inating the then key leader of Boko Haram, Abubakar
Shekau, and, in turn, managed to recruit a lot of his
former followers, thereby aiming for the leadership
role in the regional struggle “9. Furthermore, the
Islamic State in the Greater Sahara (ISGS), operating
in Mali, remains the smaller ISIS affiliate in the re-
gion and operates as a subgroup of ISWAP®", Almost
half of the attacks carried out in the Sahel in February
2023 were claimed by ISWAP®. Overall, it seems
likely that a similar post-August 2021 ‘victory nar-
rative’ ® for the ISIS-affiliated networks will prevail
widely across Africa and it is to be expected that the
impact of ISIS-affiliated networks will increase in the
near future.

It is worth noting that the withdrawal of the inter-
national forces and a reduction of engagement by the
EU®Y as well as the takeover of power by the Taliban,
are seen as victories for al-Qaeda by the group’s glob-
al sympathisers®. This greater operational flexibility
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for al-Qaeda affiliates in West Africa has allowed both
al-Qaeda in the Islamic Maghreb (AQIM) and the
al-Qaeda coalition JNIM#®? to recruit more non-Arabs.
This has led to a transcendence of the insurgents’
own national - and ethnic - boundaries by build-
ing powerful alliances with other Islamist terrorist
groups from sub-Saharan Africa®. This is in line with
al-Qaeda’s strategy of building a network structure
across multiple regions on a global scale. The group
has not given up on its ambitions to carry out attacks
in the West, which is evident in an article from its web
magazine One Ummah released on 26 December 2022,
highlighting the situation in Somalia where the local
al-Qaeda affiliate, al-Shabaab, is becoming increas-
ingly aggressive®¥. Comparing the situation with the
withdrawal of international forces from Afghanistan,
the magazine ominously declared that ‘the war is not
over ®.) This underlines the growing global threat
emanating from al-Qaeda and its regional-based
affiliates.

POLICY RECOMMENDATIONS
FORTHE EU

The EU does not recognise the Taliban regime as the
legitimate government in Afghanistan and since its
takeover of power in August 2021 EU institutions have
increased their efforts to mobilise existing instru-
ments that address potential terrorist risks to EU in-
ternal security.

In September 2021, the EU Council endorsed the coun-
terterrorism action plan on Afghanistan ¢, which
should serve as a roadmap for the maintenance of ap-
propriate terrorism risk mitigation measures. More
recently, an EU Council resolution from March 2023
has added to the EU’s ongoing roadmap #?. As out-
lined in the 2021 action plan, maintaining appropri-
ate capacities for counterterrorism analysis within
EU Member States is of particular importance. Rather
than focusing on how best to maintain such capacities
within each of the EU Member States, pooling of re-
sources at the EU level, in particular when it comes to
language capacities, should be contemplated to ease
the resource pressure on each Member State.

Terrorist spillover effects towards the CARs are of par-
ticular concern, given the history of terrorist violence
in this region. Therefore, increased EU counterterror-
ism engagement in Central Asia should be contem-
plated. This includes regular visits of the EU Counter
Terrorism Coordinator to enable an exchange of rel-
evant information and analysis, as well as EU coop-
eration with the Organisation of Islamic Cooperation
(OIC) and Gulf countries. Additionally, strengthen-
ing the EU’s capacity to deal with current and future
security threats emanating from Afghanistan will
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require a continuing presence on the ground. This
could most effectively be arranged by strengthening
EU representation in Kabul by increasing the num-
ber of EU Counter Terrorism Experts working at the
mission, rather than by re-establishing EU Member
States’ missions in the country. Having a single
European presence in the capital would also reduce
the increased security requirements due to the Taliban
regime’s inability (or unwillingness) to secure diplo-
matic representations.

Furthermore, existing information exchange mecha-
nisms with the UN, in particular with UNAMA, should
be strengthened. As UN missions continue to oper-
ate in most parts of the country, this would further
increase situational awareness. Given the heightened
risk of aid diversion for terrorist purposes by the
Taliban and large-scale money laundering operations
in the country, regular exchange of information with
UNAMA’s risk management unit, which is respon-
sible for coordinating risk mitigation mechanisms
among international donors, should be established ©®.
EU Member States should ensure that UNAMA and in
particular its risk management unit is appropriately
mandated and resourced.

As of September 2016, the EU can apply sanctions
autonomously against ISIS/Da’esh and al-Qaeda and
persons and entities that are associated with or sup-
port them. This instrument could be used to ensure
that all current and emerging terrorist leaders and
groups in Afghanistan are targeted by EU restrictive
measures. Furthermore, the EU could encourage and
support the submission of listing proposals by EU
Member States of relevant individuals and entities in
Afghanistan to the Security Council Committee pur-
suant to resolutions 1267 (1999) 1989 (2011) and 2253
(2015) concerning ISIS/Da’esh, al-Qaeda and associ-
ated individuals, groups, undertakings and entities as
well as the Security Council Committee established
pursuant to resolution 1988 (2011) (focusing on the
Taliban).

This should also involve the channelling of new infor-
mation concerning already sanctioned individuals and
entities to ensure the continued effectiveness of these
global sanctions measures. To enable the more ef-
fective identification of the movement of individuals
from and to Afghanistan, the pooling and exchange of
already available information on individuals who have
travelled or are liable to travel to Afghanistan would
be an effective measure. This could be achieved via a
special project at Europol and modelled along the al-
ready existing FTF project at INTERPOL.

Finally, the Taliban, al-Qaeda and its affiliates in
Afghanistan as well as ISKP, use internet-based ser-
vices, such as social media platforms and messenger
services to propagate, communicate and coordinate
their activities. These services offer a large source of
intelligence concerning the activities of these groups.
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In addition, through the EU Digital Services Act (DSA)
adopted in October 2022 and the Terrorist Content
Online Regulation (April 2021), the EU has significant-
ly increased its ability to interact with internet service
providers, including on terrorism-related content.
Therefore, existing channels of communications with
these internet service providers should be strength-
ened and their active participation in combating the
misuse of their services should be increased.

CONCLUSION

In August 2021, the Taliban informed the world that
‘we do not want to have any problem with the in-
ternational community ¢9.’ Yet, their takeover has
altered regional dynamics and now poses a tangible
threat to the region, while impacting the Taliban’s
own external relationships with bordering countries.
As this Brief has made clear, a focus on the increasing
security risks that the resurgence of the Taliban en-
tails for neighbouring states, particularly with regard
to the proliferation of militant Islamist groups in the
CARS, is imperative. These risks are posed not only
by the Taliban itself but also by additional Islamist
terrorist groups such as ISKP, TTP and ETIM, some of
which operate with the Taliban’s acquiescence. This
underlines the complexity and multi-layered nature
of the security threat emanating from Afghanistan.
The observations made in this Brief call for a target-
ed security response that includes the pooling of EU
resources and enhanced cooperation across Member
States, rather than leaving it to each Member State to
deal with the threat on a national level. Furthermore,
it is highly recommended that the EU work in tan-
dem with EUROPOL when it comes to the use of the
internet and digital means for the identification and
tracking-down of FTFs.
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